OBLON, SPIVAK, ET AL 
DOCKET U: 239667US2RD 
INV; Kensaku YAMAGUCHI, et al. 
SHEET J__ O F 11 




OBLON, SPIVAK, ET AL 
DOCKET #: 239667US2RD 
INV: Kensaku YAMAGUCHI, et al. 
SHEET 2 OF II 



2/11 



FIG. 2 



TASK ID 



0 
1 

2 



13 KEY VALUE TABLE 
K1 



K2 



13a 



) 

KEY VALUE TABLE ENTRY j ]Jj™ CTI0N j 


DATA KEY ! ! ADDRESS j 
j ! INFORMATION j 


KEY VALUE TABLE ENTRY 



KEY VALUE TABLE ENTRY 



130 0 

130t 
130 2 




130 n 



OBLON, SPIVAK, ET AL 
DOCKET #: 239667US2RD 
INV: Kensaku YAMAGUCHI, et al. 
SHEET 3 OF II 



3/11 



FIG. 3 

3 APPLICATION PROGRAM 

_s 



K31 

Sfl 
KEY 



HEADER , instruQION 



EXECUTION CODE 



K32-, 

I — — — tt. . 

! DATA KEY 



INITIALIZED DATA 



IMPORT TABLE 



OBLON, SP1VAK, ET AL 
DOCKET #: 239667US2RD 
INV: Kensaku YAMAGUCHI, et al. 
SHEET 4_OF_ll_ 



4/11 



FIG. 4 



4 SHARED LIBRARY 




EXECUTION CODE 



BOOTSTRAP ROUTINE 



ENTRY POINT CODE 



SUB -ROUTINE 
SUB -ROUTINE 




SUB -ROUTINE 
DATA KEY 



41 

42 

42a 

42b 
42c, 
42c 2 

42c n 
K42 



INITIALIZED DATA 



43 



IMPORT TABLE 



44 



OBLON, SPIVAK, ET AL 
DOCKET #: 239667US2RD 
1NV: Kensaku YAMAGUCHI, et al. 
SHEET 5 OF 11 



5/11 



FIG. 5 



TASK EXECUTION START ) 







CREATE TASK & ALLOCATE TASK ID 






ACQUIRE INSTRUCTION KEY FROM HEADER 
& STORE IT INTO KEY VALUE TABLE 






REFER TO IMPORT TABLE & LOAD 
SHARED LIBRARY 




i 


MAKE CONTEXT SWITCHING TO TASK 
& START EXECUTION OF TASK 







( END ) 



OBLON, SP1VAK, ET AL 
DOCKET #: 239667US2RD 
INV: Kensaku YAMAGUCHI, et al. 
SHEET 6 OF 11 



6/11 

FIG. 6 



( SHARED LIBRARY LOADING START ) 









CREATE TASK & ALLOCATE TASK ID 


--S61 








ACQUIRE INSTRUCTION KEY FROM HEADER 
& STORE IT INTO KEY VALUE TABLE 


^ S62 








REFER TO IMPORT TABLE & 
LOAD SHARED LIBRARY 










MAKE CONTEXT SWITCHING TO TASK 
& START EXECUTION OF BOOTSTRAP ROUTINE 


— S64 








BOOTSTRAP ROUTINE CARRIES OUT 
INITIALIZATION & SHIFTS CONTROL TO 
ENTRY POINT CODE 


~-S65 








ENTRY POINT CODE IS RECOVERED TO OS 
& SHARED LIBRARY IS SHIFTED TO 
STANDBY STATE 


— S66 









( END ) 



OBLON, SPIVAK, ET AL 
DOCKET #: 239667US2RD 
INV: Kensaku YAMAGUCHI, et al. 
SHEET JL OF U 



7/11 




OBLON, SPIVAK, ET AL 
DOCKET #: 239667US2RD 
INV: Kensaku YAMAGUCHI, et al. 
SHEET 8 O F 11 



8/11 



FIG. 8 



8 SUB - ROUTINE CALL UP PARAMETER BLOCK 

s 



81 



SHARED LIBRARY IDENTIFIER 



SUB - ROUTINE IDENTIFIER 



82 




OBLON, SPIVAK, ET AL 
DOCKET #: 239667US2RD 
INV: Kensaku YAMAGUCHI, ct al. 
SHEET 9 OF 11 



9/11 

FIG. 9 

SHARED LIBRARY 
( START ) 



LOAD SHARED LIBRARY & GENERATE 
DATA KEY FOR DATA ENCRYPTION 



EXECUTE DIFFIE-HELLMAN KEY EXCHANGE SEQUENCE 



SEND AUTHENTICATION INFORMATION TO PROGRAM 



ENCRYPT COMMON KEY BY USING DATA KEY 



RECEIVE ADDRESS OF SHARED MEMORY REGION 
& SET COMMON KEY 



RECEIVE SUB-ROUTINE CALL UP SIGNAL 
FROM PROGRAM 




READ OUT DATA & REQUEST FROM CALLING SIDE 



ENCRYPT WORK MEMORY REGION OF SHARED 
LIBRARY BY USING DATA KEY 



CARRY OUT REQUESTED PROCESSING AT WORK 
MEMORY REGION 



STORE PROCESSING RESULT & CHECKSUM INTO 
SHARED ENCRYPTED DATA REGION 



S91 

S92 
S93 
S94 

S95 
S96 



S98 
S99 

S990 

S991 



V 



( END ) 



c 



END 



OBLON, SPIVAK, ET AL 
DOCKET #: 239667US2RD 
INV: Kcnsaku YAMAGUCHI, ct al. 
SHEET _10_ OF 11 



10/11 

FIG. 10 

PROGRAM 
( START ) 



GENERATE DATA KEY FOR DATA ENCRYPTION 



PREPARE SHARED ENCRYPTED DATA REGION 
FOR DATA EXCHANGE 



EXECUTE DIFFIE-HELLMAN KEY EXCHANGE SEQUENCE 



RECEIVE AUTHENTICATION INFORMATION FROM 
SHARED LIBRARY 



S105 



NO 




FINISH DIFFIE-HELLMAN KEY EXCHANGE SEQUENCE 



SECURE SHARED MEMORY REGION FOR 
DATA EXCHANGE & SET COMMON KEY 



SEND ADDRESS OF SHARED MEMORY REGION 
TO SHARED LIBRARY 



CALL UP SUB-ROUTINE 



CHECK PROCESSING RESULT & CHECKSUM STORED 
BY SHARED LIBRARY 



Sill 



NO 





( END ) 




UTILIZE PROCESSING RESULT 



C 



END 



S101 

SI 02 

SI 03 
SI 04 



SI 06 
SI 07 

SI 08 
SI 09 

S110 



S1 12 



OBLON, SPIVAK, ET AL 
DOCKET #: 239667US2RD 
INV: Kensaku YAMAGUCHI, et al. 
SHEET JI_OF_H_ 




